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Crisis Management, Emergency Response, and Business Continuity Plan

e EMERGENCY, DISASTER AND CRISIS

o What are an emergency, a disaster, and a crisis? (museumoflondon.org.uk)
= Emergency - a serious, unexpected, and often dangerous situation requiring immediate action
= Disaster - a sudden accident or a natural catastrophe that causes great damage or loss of life
= Crisis - a time of intense difficulty or danger
= Introduction to Emergency Planning - e-learning tool (museumoflondon.org.uk)

o Crisis & Emergency Risk Communication (CERC)|CDC
= CERC Manual | Crisis & Emergency Risk Communication (CERC) (cdc.gov)

= the term “emergency” describes any public health event or incident presenting risk to life,
health, and infrastructure including natural, weather-related, and manmade destruction,
infectious disease outbreaks, and exposure to harmful biological, radiological, and chemical
agents. The term “emergency” encompasses “crises” and “disasters.”

= Emergencies can assault communities in an instant. Hurricanes, chemical releases, bombs,
pandemic illness, and earthquakes are just some of the emergencies that we know could
threaten any community at any time.
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https://www.museumoflondon.org.uk/Resources/e-learning/emergency-planning-tool/s01p01.html
https://www.museumoflondon.org.uk/Resources/e-learning/emergency-planning-tool/index.html
https://emergency.cdc.gov/cerc/index.asp
https://emergency.cdc.gov/cerc/manual/index.asp
https://www.ndc.gov.tw/Content_List.aspx?n=89AFCE0C97B9A164
https://theme.ndc.gov.tw/lawout/NewsContent.aspx?id=10527
https://www.ndc.gov.tw/Content_List.aspx?n=47CBA512BC0478E9
https://ws.ndc.gov.tw/Download.ashx?u=LzAwMS9hZG1pbmlzdHJhdG9yLzEwL3JlbGZpbGUvMC8xMzkwNS8zMzY1MTUxZC03YjY2LTQwNzMtOTM1MC00OTZiOWFkMWQ4ZjUucGRm&n=MTEw6KGM5pS%2f5qmf6Zec6aKo6Zqq566h55CG56CU57%2bS54%2bt6Kyb576pLnBkZg%3d%3d&icon=..pdf

o RISK MANAGEMENT AND CRISIS MANAGEMENT
o Frameworks for Risk Management
= Risk Identification, Risk Analysis/Evaluation, Risk Mitigation/Treatment, Risk Monitoring
= 110 T b & P 2 Y T3 5 =>P.31~-36
= Risk Management “Process” from 1SO 31000:2018
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e BUSINESS CONTINUITY: PLAN, PROGRAM, AND MANAGEMENT

o All about Business Continuity Planning | Smartsheet

= In Business Continuity Management (BCM), a company identifies potential threats to its
activities and the threat impact. The company then develops plans to respond to those threats
and continue activities through any crisis.

= A Business Continuity Plan (BCP) describes how a business will continue to run during
and after a crisis event. The BCP details guidelines, procedures, and work instructions to aid
continuity.

= Business Continuity Planning (BCP) refers to the work a company does to create a plan
and system to deal with risks. Thorough planning seeks to prevent problems and ensure
business processes continue during and after a crisis.

o Primary Goals of Business Continuity Management and Planning
= Build Company Resiliency
= Create a Plan for Recovery (with Contingencies that Aid in That Recovery)

= Areas Covered by Business Continuity Management and Planning
Disaster Recovery; Emergency Management; Business Recovery; Business Resumption:
Crisis Management; Incident Management; and, Contingency Planning

o 1SO 22301 Business Continuity Management Made Easy | Smartsheet

= 1SO 22301:2019 Security and resilience - Business continuity management systems -
Requirements

= 1S0 22313:2020 Security and resilience - Business continuity management systems -
Guidance on the use of ISO 22301

= 1SO 22301:2012 Societal security - Business continuity management systems — Requirements
= 1SO 22301 and Annex SL (HLS); PDCA for 1SO 22301; 1ISO 22301 BCM Lifecycle
= ISO/TC 292 - 1ISO 22300:2021; ISO 22316:2017; ISO/TS 22317:2021; ISO/TS 22318:2021
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https://ws.ndc.gov.tw/Download.ashx?u=LzAwMS9hZG1pbmlzdHJhdG9yLzEwL3JlbGZpbGUvMC8xMzkwNS8zMzY1MTUxZC03YjY2LTQwNzMtOTM1MC00OTZiOWFkMWQ4ZjUucGRm&n=MTEw6KGM5pS%2f5qmf6Zec6aKo6Zqq566h55CG56CU57%2bS54%2bt6Kyb576pLnBkZg%3d%3d&icon=..pdf
https://www.ndc.gov.tw/Content_List.aspx?n=47CBA512BC0478E9
https://www.smartsheet.com/business-continuity-management-planning
https://www.smartsheet.com/content/iso-22301-business-continuity-guide
https://www.iso.org/committee/5259148/x/catalogue/p/1/u/0/w/0/d/0
http://www.tpcc.org.tw/upload/1584684828_9608.pdf
http://www.twse.com.tw/ch/products/publication/download/0001000301.pdf
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Because you practice 58S, you quickly identify
missing tools after a break-in.

Clause 10
Improvement

Regularly reviewing
your business
continuity
documentation
means that you add
details on new bank
accounts, replacing
outdated information.

Clause 9
Evaluation

Clause 8
Operation

Because of succession planning and cloud |
technology, when a volcanic eruption
prevents your CMO from flying back from
Europe, you can continue to meet, make

Because you understand the importance of

disposable gloves to your customers, you

source a secondary supplier of polymers in

addition to your main supplier to ensure medical
‘ staff and veterinarians always have gloves.

Clause 4

Context Your CEO and CIO

believe in the power of
business continuity.
That's why each year
you hold several fire
drills. As a result, you
easily evacuate the
building when a
microwave catches
fire, and the dried
chilis cooking inside

Clause 5

Leadership

Clause 6
Planning

Clause 7

Support

create pepper gas.

‘ Your region experiences frequent wind
storms and, therefore, frequent power
outages. You invest in a generator to
prepare for the next storm.

decisions, and sign documents.

‘ When a water main breaks half a block from ’
your office, your pre-established phone tree
allows you to contact employees and delivery
people to tell them to avoid the office.

https://www.smartsheet.com/sites/default/files/2020-07/1C-1SO-22301-In-Action.svg



https://upload.wikimedia.org/wikipedia/en/c/cf/BCPLifecycle.gif
https://www.smartsheet.com/sites/default/files/2020-07/IC-ISO-22301-In-Action.svg

PDCA for ISO 22301

Establish continuity program. Perform business impact

Create oversight committee. analysis and risk analysis.
‘ @

Develop policy and procedures. Develop recovery plan.
Perform internal audits.
Schedule management reviews.

Establish documentation system. Create communication plan.
https://www.smartsheet.com/sites/default/files/styles/900px/public/2020-08/IC-PDCA-for-1SO-22301.png?itok=aa-Pu6dc

Exercise program.

Implement corrective actions
and continuous improvement
measures as needed.
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https://www.smartsheet.com/sites/default/files/styles/900px/public/2020-08/IC-BCM-L.ifecycle-1SO-22301.png?itok=-BYS rcg



https://www.smartsheet.com/sites/default/files/styles/900px/public/2020-08/IC-PDCA-for-ISO-22301.png?itok=aa-Pu6dc
https://www.smartsheet.com/sites/default/files/styles/900px/public/2020-08/IC-BCM-Lifecycle-ISO-22301.png?itok=-BYS_rcg

